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APPENDIX N

	
	No.
	RFP/RFI IT Infrastructure Guidelines

	
	1
	The system shall adhere to the Office of Administration (OA) information technology bulletins and PennDOT IT standards.

	
	2
	The system shall meet PennDOT's performance requirements. 

	
	3
	The system shall meet PennDOT's availability requirements. 

	
	4
	The system shall meet PennDOT's capacity requirements. 

	
	5
	Vendor shall encrypt sensitive data as required by PennDOT standards.

	
	6
	Includes scalable architecture to allow for an increase in system capacity without performance degradation.

	
	7
	Provides configurable communication settings.

	
	8
	In addition to production environments, supports multiple pre-production environments.

	
	9
	Provides high availability (serialization) function to system/application. 

	
	10
	Includes an archival strategy for both data and data images.

	
	11
	Includes a purge strategy for both data and data images.

	
	12
	Includes knowledge transfer to designated PennDOT technical staff.

	
	13
	The solution shall interface with PennDOT systems supporting this application.

	
	14
	Utilizes TCP/IP protocol for network communication.

	
	15
	The system shall integrate to support authentication through single sign-on.

	
	16
	The system shall integrate with PennDOT approved authorization standard for roll based authorization.

	
	
	

	
	17
	The system shall integrate with PennDOT approved authentication standard.
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